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Privacy Notice for Beneficiaries
International Foundation of Hope (IFHope)
Effective Date: February, 13, 2022
[bookmark: _Toc180576790]1. Introduction
The International Foundation of Hope (IFHope) is dedicated to upholding the highest standards of privacy and data protection for all individuals participating in our programs. Our commitment extends to protecting the personal data of beneficiaries involved in activities supported by the UNHCR. This Privacy Notice aims to inform you about how we collect, process, share, and protect your personal data. We ensure transparency in our practices to empower you with knowledge of your rights and how your data is handled.
This document is intended to provide a comprehensive explanation of the rights, responsibilities, and measures in place concerning the handling of personal data, with a focus on ensuring your dignity, safety, and trust throughout our collaboration.

[bookmark: _Toc180576791]2. What Information We Collect
IFHope collects various types of personal data to provide effective services. The specific information collected may include, but is not limited to:
· Personal Identification Information: Your name, age, gender, and contact details such as phone number, email address, and residential address.
· Identification Documents: Copies of national identification (e.g., national ID, refugee ID, or other government-issued documents).
· Demographic Information: Data regarding family size, marital status, and dependents, which is used to assess needs and determine eligibility for services.
· Program Participation Data: Information on your involvement in IFHope programs, including training records, attendance, and types of support received.
· Sensitive Data: Data that may include health information, disability status, and any special needs to tailor our support services to your requirements.
· Financial Information: For programs that involve economic assistance, IFHope may collect details of your income sources, bank account information, or other relevant financial data.
All data is collected with your consent, where possible, and is treated with the utmost care to ensure that only the information necessary for program implementation is gathered.

[bookmark: _Toc180576792]3. Purpose of Data Collection
IFHope uses your personal data to provide tailored support and services, such as:
· Service Provision: To offer vocational training, economic assistance, and other support under the UNHCR project.
· Eligibility Assessment: To verify eligibility for participation in specific programs, including humanitarian assistance and income-generating activities.
· Program Improvement: Data helps us monitor and evaluate program outcomes, allowing us to adjust our approaches and improve service delivery.
· Compliance with Laws: To fulfill legal and regulatory obligations as required by Afghan law and international agreements, especially concerning transparency and accountability.
· Advocacy and Reporting: Aggregate data may be used for advocacy efforts and for reporting to donors, such as UNHCR, to demonstrate impact while ensuring that individual identities are protected.
We assure you that we only collect and use your data for the purposes you have been informed about and have agreed to.

[bookmark: _Toc180576793]4. How We Use Your Information
Your personal data will be used solely for the purposes for which it was collected. This ensures transparency and accountability in our data usage. Here’s how your data will be utilized:
· Registration: For maintaining records of individuals enrolled in training programs or receiving support services.
· Communication: To inform you of program updates, upcoming training sessions, and any changes that may affect your participation.
· Reporting and Accountability: Reporting aggregated and anonymized data to our partners and donors, such as UNHCR, to demonstrate the effectiveness of our programs.
· Tailored Support: To better understand your needs and ensure the services provided are appropriate and effective, such as tailoring training content to specific skills.
IFHope does not use your personal data for commercial purposes or share it outside the scope of our humanitarian activities.

[bookmark: _Toc180576794]5. Sharing Your Information
IFHope takes the sharing of personal data very seriously and limits this to necessary circumstances. We may share your information with:
· UNHCR: For the purposes of project coordination, funding compliance, monitoring, and evaluation of services provided.
· Afghan Authorities: When required by law for matters related to national security, criminal investigations, or to comply with specific legal requests.
· Partner Organizations: Other humanitarian partners and service providers who collaborate with IFHope, but only when it is essential for providing services and with your informed consent.
We ensure that all partners we share data with adhere to strict data protection standards to maintain the confidentiality and security of your information.

[bookmark: _Toc180576795]6. Your Data Protection Rights
You have several rights under data protection laws, which include:
· Right to Access: You have the right to request access to the personal data we hold about you. You can obtain a copy of this data to understand how it is being used.
· Right to Rectification: If any information we hold about you is inaccurate or incomplete, you have the right to request its correction.
· Right to Erasure (Right to be Forgotten): Under certain circumstances, you may request that your personal data be deleted from our records, especially if it is no longer necessary for the purposes for which it was collected.
· Right to Restrict Processing: You have the right to request a restriction on how your data is processed, especially if you contest its accuracy or object to its use.
· Right to Data Portability: You can request that your data be transferred to another organization or service provider in a structured, commonly used format.
To exercise any of these rights, please contact our Data Protection Officer. IFHope is committed to responding promptly and facilitating these requests.

[bookmark: _Toc180576796]7. Data Security
IFHope places a high priority on the security of your personal data. To prevent unauthorized access, data loss, or misuse, we have implemented:
· Physical Security: Securing our facilities and restricting access to authorized personnel only.
· Technical Security: Using encryption, firewalls, and secure databases to protect electronic data.
· Organizational Safeguards: Training staff on data protection policies and maintaining protocols that align with UNHCR’s minimum information security standards.
· Incident Management: A plan to respond swiftly to any data breaches, including immediate action to mitigate risks and notify affected individuals if necessary.
We continuously review and update our security practices to ensure the highest level of protection for your information.

[bookmark: _Toc180576797]8. Retention of Data
IFHope retains personal data only as long as it is necessary to fulfill the purposes for which it was collected. We consider factors such as:
· Program Duration: Retaining data until the completion of training programs and support services.
· Legal Obligations: Keeping data for the period required by Afghan law or other regulatory requirements.
· Archiving Needs: Some data may be kept for historical records or reporting purposes, but will be anonymized when possible to protect privacy.
Once the retention period expires, data will be securely deleted or anonymized.

[bookmark: _Toc180576798]9. Changes to This Privacy Notice
This Privacy Notice may be updated periodically to reflect changes in our practices, legal requirements, or other operational needs. When changes occur, we will notify you through community focal points or publish the updated notice on our website. We encourage you to review this notice regularly to stay informed about how we protect your data.

[bookmark: _Toc180576799]10. Contact Us
If you have any questions, concerns, or wish to exercise your data protection rights, please contact:
· Data Protection Officer: Mr. Mohammad Zamir Sediqi 
· Address: Street-15 Wazir Mohammad Akbar Khan
· Email: complaint@ifhopehs.ngo 
· Phone: +93 77 458 3424
IFHope is here to ensure that your privacy is respected and that you feel confident in the safety of your personal data while engaging in our programs. We value your trust and strive to uphold the highest standards of integrity in our operations.
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